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IT’s about impact

whoami

= Schooled as Electronics/IT engineer
® Cyber Security manager

= More than a decade of Cyber
Security experience in the energy
market

® Focus on enterprise architecture
and risk management
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Energy wholesale markets

Energy suppliers

Transmission grid

g

Distribution grid

Consumers

== Energy trading ‘% Physica

Source: Organisation of the electricity market| AST



https://www.ast.lv/en/content/organisation-electricity-market

What is...“Security”?
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Cybersecurity is protecting
networks, devices, and data

based on the inherent risks theyCyber SeCU I’Ity

are exposed to ...
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Is Cyber Security needed?

Cyber Security in the energy industry
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What to protect?

Cyber Security in the energy industry
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Source: Wie doet wat op de energiemarkt? by VREG Vlaamse Regulator van de Elekt (prezi.com)
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https://prezi.com/p/owbuw646wbw_/wie-doet-wat-op-de-energiemarkt/?frame=185f6597d863df8d416256d2e0ddac7acc7edfb2

How to start?

Cyber Security in the energy industry



Let’s play a game of “what if?”

IT’s about impact



Energie
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Source: Wie doet wat op de energiemarkt? by VREG Vlaamse Regulator van de Elekt (prezi.com)
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https://prezi.com/p/owbuw646wbw_/wie-doet-wat-op-de-energiemarkt/?frame=185f6597d863df8d416256d2e0ddac7acc7edfb2
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It takes two to tango:
OT & IT
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/eaq/a/ and /@/«%I L‘Wy

Influences — Legal and Regulatory

Your organization
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It takes three to tango?
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How to protect?

Cyber Security in the energy industry



“Do | need to encrypt all
my network traffic?”
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“IT depends”
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“Do | need a nhew
firewall?”
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“IT depends”
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“Should | increase my
security budget?”
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“IT depends”

From experience, /m/z/é ©
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“IT depends,
..on the context”
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How to detect issues?

Cyber Security in the energy industry
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How to respond to issues?

Cyber Security in the energy industry




ITIL

Incident
Management

helpdecrypt@msgsafe.io

»
YOUR FILES ARE ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email helpdecrypt@msgsafe.io YOUR ID
If you have not been answered via the link within 12 hours, write to us by e-mail: helpdecrypt@msgsafe.io

Attention!
@ Do not rename enaypted fies.
@ Do not try to decrypt your data using third party software, t may cause permanent data loss.
® Decyption of your fies with the help of third parties may cause ncreased price (they add ther fee to our) or you
‘can become a victim of a scam.
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How to recover from issues?

Cyber Security in the energy industry
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How to structure all of this?

Cyber Security in the energy industry



_ || Logical process

Cybersecurity
Framework
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Influences ctd. — Legal and Regulatory
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Vincent Haerinck
Vincent.Haerinck@savaco.com

Vincent Haerinck
Guiding you to risk-aware decision making



mailto:Vincent.Haerinck@savaco.com
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